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1. Introduction 
The Internet of Things (IoT) and smart home devices have transformed modern living, 
enabling seamless connectivity and automation across residential and commercial 
environments. However, the proliferation of wireless-enabled devices operating in close 
proximity creates significant electromagnetic compatibility (EMC) challenges. These 
challenges stem from compact form factors, mixed-signal designs, multiple wireless 
protocols, and diverse operating environments. 

This application note provides comprehensive guidance on EMC considerations specific to 
IoT and smart home devices, addressing regulatory requirements, design challenges, testing 
methodologies, and practical mitigation strategies. Understanding and implementing proper 
EMC design principles is essential for ensuring device reliability, regulatory compliance, and 
successful market introduction. 

1.1 Document Scope 
This document covers: 

• EMC regulatory frameworks applicable to IoT and smart home devices 
• Unique EMC challenges in compact, wireless, and low-power designs 
• Emissions and immunity requirements for different device categories 
• Pre-compliance and full compliance testing approaches 
• Design best practices and mitigation techniques 
• Case studies and practical implementation guidance 

2. Regulatory Framework and Standards 
IoT and smart home devices must comply with EMC regulations that vary by geographic 
region and device classification. Understanding the applicable standards is the first critical 
step in the design process. 

2.1 International Standards 
2.1.1 CISPR 32 - Multimedia Equipment Emissions 
CISPR 32 (EN 55032 in Europe) specifies emission requirements for multimedia equipment, 
which encompasses many IoT and smart home devices. The standard defines Class A and 
Class B limits, with Class B being more stringent and applicable to residential environments. 

Key Requirements: 
• Conducted emissions: 150 kHz to 30 MHz (AC mains ports) 
• Radiated emissions: 30 MHz to 6 GHz 
• Class B limits: Residential, commercial, and light-industrial use 
• Class A limits: Industrial environments only 

2.1.2 CISPR 35 - Multimedia Equipment Immunity 
CISPR 35 (EN 55035 in Europe) complements CISPR 32 by specifying immunity 
requirements. Smart home devices must demonstrate adequate immunity to electromagnetic 
disturbances to ensure reliable operation in their intended environment. 

Test Requirements Include: 
• Electrostatic discharge (ESD): IEC 61000-4-2 
• Radiated RF immunity: IEC 61000-4-3 (80 MHz - 6 GHz) 
• Electrical fast transients (EFT): IEC 61000-4-4 
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• Surge immunity: IEC 61000-4-5 
• Conducted RF immunity: IEC 61000-4-6 (150 kHz - 80 MHz) 

2.1.3 IEC 61000 Series - Generic EMC Standards 
When product-specific standards do not exist or when a generic approach is preferred, the 
IEC 61000 series provides comprehensive EMC guidance. For IoT devices, IEC 61000-6-3 
(residential emissions) and IEC 61000-6-1 (residential immunity) are commonly referenced. 

Standard Scope Applicability 

CISPR 32 / EN 55032 Emissions (conducted & 
radiated) 

Multimedia equipment 
including IoT devices 

CISPR 35 / EN 55035 Immunity requirements Multimedia equipment 
immunity 

IEC 61000-6-3 Generic emissions Residential, commercial 
environments 

IEC 61000-6-1 Generic immunity Residential, commercial 
environments 

IEC 61000-6-4 Generic emissions Industrial environments 

IEC 61000-6-2 Generic immunity Industrial environments 

 

2.2 Regional Requirements 
2.2.1 European Union - CE Marking 
In the European Union, IoT and smart home devices must comply with the EMC Directive 
2014/30/EU and, if they contain radio transmitters, the Radio Equipment Directive (RED) 
2014/53/EU. Compliance is demonstrated through CE marking, which requires conformity 
with harmonized standards such as EN 55032 and EN 55035. 

Key Directives: 
• EMC Directive 2014/30/EU - Electromagnetic compatibility requirements 
• RED 2014/53/EU - Radio equipment requirements including Article 3.1(b) for EMC 
• RED Article 3.3 - Cybersecurity requirements (mandatory from August 2024) 
• Low Voltage Directive 2014/35/EU - Safety requirements for devices 50-1000V AC 

2.2.2 United States - FCC Requirements 
In the United States, the Federal Communications Commission (FCC) regulates 
electromagnetic emissions through Part 15 of the FCC Rules. IoT devices fall under different 
subcategories depending on their functionality and intentional radiators. 

FCC Part 15 Classifications: 
• Part 15B - Unintentional radiators (digital devices without transmitters) 
• Part 15C - Intentional radiators (Wi-Fi, Bluetooth, Zigbee, Thread, Matter) 
• Part 15E - Unlicensed personal communications services (U-PCS) 
• Certification or Declaration of Conformity required depending on device type 

2.2.3 Other Major Markets 
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Global market access requires understanding diverse regional requirements. Key markets 
include Canada (ISED), Japan (VCCI/MIC), Australia/New Zealand (RCM), China (CCC), 
South Korea (KC), and others. 
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3. Unique EMC Challenges for IoT and Smart Home 
Devices 
IoT and smart home devices present distinct EMC challenges compared to traditional 
electronic products. Understanding these challenges is essential for successful EMC design 
and compliance. 

3.1 Compact Form Factors and High Component Density 
Modern IoT devices prioritize miniaturization, resulting in extremely compact designs with 
high component density. This creates several EMC challenges including increased coupling 
paths, reduced space for EMI mitigation, difficulty implementing adequate separation 
between noisy and sensitive circuits, and challenges with proper grounding and shielding. 

Key Challenges: 
• Limited PCB space for filtering components 
• Increased mutual coupling between circuits and antennas 
• Difficulty achieving adequate isolation between digital and RF sections 
• Antenna placement constraints affecting radiation patterns 
• Thermal management competing with EMC shielding requirements 

3.2 Multiple Wireless Technologies 
Smart home devices often integrate multiple wireless technologies (Wi-Fi, Bluetooth, Zigbee, 
Thread, Z-Wave, cellular) in a single product. This convergence creates complex EMC 
scenarios including co-existence challenges, harmonic and intermodulation interference, and 
simultaneous transmission issues. 

Wireless Co-existence Challenges: 
• 2.4 GHz ISM band congestion (Wi-Fi, Bluetooth, Zigbee, Thread) 
• Harmonics from digital clocks interfering with RF receivers 
• Desensitization of receivers due to nearby transmitters 
• Intermodulation products falling in-band 
• LTE/5G cellular interference with Wi-Fi and Bluetooth 

3.3 Low Power Operation Constraints 
Battery-powered IoT devices face unique challenges as EMI mitigation techniques often 
consume power or space. Traditional solutions like ferrite beads, LC filters, and active 
shielding may be impractical or contradict power budgets. Designers must balance EMC 
performance with battery life, cost constraints, and size limitations. 

3.4 Diverse Operating Environments 
IoT devices must operate reliably across diverse electromagnetic environments from clean 
residential settings to electromagnetically harsh industrial environments. A smart thermostat 
in a home faces different challenges than a connected sensor near industrial machinery or a 
smart meter exposed to outdoor electrical infrastructure. 

Environmental Variables: 
• Proximity to high-power RF transmitters (cell towers, radio stations) 
• Interference from household appliances (microwave ovens, vacuum cleaners) 
• LED lighting and dimmer-induced noise 
• Power line disturbances and harmonics 
• Industrial motor drives and welding equipment in industrial IoT applications 



Application Note: IoT & Smart Home EMC 

Page 6 | © Com-Power Corporation 2025 

  



Application Note: IoT & Smart Home EMC 

Page 7 | © Com-Power Corporation 2025 

4. EMC Design Considerations and Best Practices 
Effective EMC design requires a systematic approach from initial concept through 
production. The following sections outline key design considerations and proven techniques 
for achieving EMC compliance in IoT and smart home devices. 

4.1 PCB Layout and Stackup 
Printed circuit board design is fundamental to EMC performance. Proper PCB layout can 
prevent many EMC issues while poor layout can make compliance nearly impossible 
regardless of other mitigation efforts. 

Critical PCB Design Rules: 
• Maintain continuous ground planes - avoid splits under high-speed signals 
• Implement proper layer stackup (signal-ground-power-signal for 4-layer) 
• Route high-speed traces over continuous ground with impedance control 
• Minimize return path discontinuities and loop areas 
• Use guard traces and ground stitching vias around sensitive circuits 
• Place decoupling capacitors as close as possible to IC power pins 
• Separate digital, analog, and RF sections with careful ground partitioning 

4.2 Power Supply Design 
Switching power supplies are major sources of conducted and radiated emissions. IoT 
devices commonly use DC-DC converters, which generate broadband noise across wide 
frequency ranges. 

Power Supply EMC Techniques: 
• Implement proper input filtering (common mode and differential mode) 
• Use spread-spectrum switching frequencies to reduce peak emissions 
• Select low-EMI DC-DC converters with integrated shielding 
• Minimize high di/dt and dv/dt switching transients 
• Optimize PCB layout to minimize loop areas in switching paths 
• Add output filtering to prevent noise propagation to sensitive circuits 

4.3 Clock and High-Speed Signal Management 
Digital clocks and high-speed interfaces generate harmonics that can interfere with RF 
receivers and exceed radiated emission limits. Microcontrollers, processors, and digital 
buses require careful design attention. 

Mitigation Strategies: 
• Use the lowest practical clock frequencies for digital logic 
• Implement spread-spectrum clocking where supported 
• Control edge rates - not all signals need fast transitions 
• Add series termination to reduce ringing and overshoot 
• Keep high-speed traces short and controlled impedance 
• Use differential signaling for critical high-speed interfaces 

4.4 RF and Antenna Design 
Wireless connectivity is central to IoT devices, but RF circuits and antennas can be both 
sources of emissions and victims of interference. Proper RF design requires careful attention 
to isolation, filtering, and antenna placement. 
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RF Design Best Practices: 
• Isolate RF circuits from digital sections with ground barriers 
• Implement proper RF filtering at antenna feed points 
• Use pre-certified RF modules when possible to simplify compliance 
• Position antennas away from switching power supplies and high-speed digital 
• Implement transmit/receive isolation for co-located radios 
• Consider antenna polarization and pattern for EMC and performance 

4.5 Cable and Connector Design 
Cables act as efficient antennas, converting internal noise into radiated emissions and 
conducting external interference into sensitive circuits. Proper cable design and filtering is 
essential for EMC compliance. 

Cable EMC Techniques: 
• Use shielded cables for external connections where practical 
• Implement 360-degree shield termination at connectors 
• Add common-mode chokes (ferrite beads) on cable interfaces 
• Filter signal lines at entry/exit points with capacitors and inductors 
• Minimize cable lengths and route away from noise sources 
• Use differential signaling for USB, Ethernet, and other high-speed interfaces 

4.6 Enclosure and Shielding 
The product enclosure provides the final line of defense against EMI. For IoT devices, 
enclosure design must balance EMC performance with cost, size, thermal management, and 
wireless signal propagation. 

Enclosure Design Considerations: 
• Evaluate metal vs. plastic enclosures based on EMC requirements 
• Conductive coatings on plastic enclosures for shielding 
• Proper seam and joint design to prevent RF leakage 
• EMI gaskets at enclosure seams and removable panels 
• Filtered ventilation slots if thermal openings are required 
• Strategic aperture design to permit antenna radiation while blocking noise 
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5. EMC Testing and Compliance Verification 
EMC testing validates design effectiveness and demonstrates regulatory compliance. A 
strategic testing approach combining pre-compliance and formal compliance testing 
minimizes costs and accelerates time-to-market. 

5.1 Pre-Compliance Testing 
Pre-compliance testing during product development identifies EMC issues early when design 
changes are less costly. In-house or low-cost laboratory testing provides rapid feedback 
without the expense and formality of full compliance testing. Compatible Electronics offers 
comprehensive pre-compliance EMC testing services to help identify issues before formal 
certification. 

Pre-Compliance Test Equipment: 

• Spectrum analyzer with tracking generator for emissions scanning 

o Com-Power PC-114 Pre-Compliance Test System - includes 2.1 GHz 
spectrum analyzer, 9 kHz - 1 GHz testing capability 

o Com-Power PC-114H Pre-Compliance Test System - includes 3.2 GHz 
spectrum analyzer for extended frequency range 

• Broadband antennas (biconical, log-periodic, horn) for radiated measurements 

o Available from Com-Power antenna product line 

• Line Impedance Stabilization Network (LISN) for conducted emissions 

o Com-Power LISN Product Line - 3-phase LISNs, current ratings from 16-100 
Amps, CISPR 16-1-2/ANSI C63.4 compliant 

o Com-Power LIT-930A Transient Limiter - protects analyzer input during 
conducted emissions testing 

• Near-field probes for EMI source identification and debugging 

o Com-Power PS-400 Near Field Probe Set - includes E-field tip probe, 
broadband probe, and H-field probe (9 kHz - 5 GHz) 

o Com-Power PS-500 Near Field Probe Set - four probes including contact tip 
probe for direct circuit measurement 

• Current probes for cable and trace current measurements 

o Com-Power CLCE-452 Current Probe - 9 kHz - 400 MHz, 52mm aperture, for 
CISPR 22/32, DO-160, MIL-STD 461 

o Com-Power CLCE-438 Current Probe - 9 kHz - 400 MHz, 38mm diameter 

o Com-Power CLCE-1032 Current Probe - 9 kHz - 1 GHz, wideband 
applications 

• ESD simulator and RF immunity generators for immunity pre-tests 

o Professional immunity testing available through Compatible Electronics 
immunity testing services 

https://www.celectronics.com/Pre-Compliance%20EMC%20Testing
https://www.celectronics.com/Pre-Compliance%20EMC%20Testing
https://www.com-power.com/products/emissions-system/pc-114
https://www.com-power.com/products/emissions-system/pc-114h
https://www.com-power.com/products/antennas
https://www.com-power.com/products/lisns
https://www.com-power.com/products/transient-limiters/lit-930a
https://www.com-power.com/products/near-field-probes/ps-400
https://www.com-power.com/products/near-field-probes/ps-500
https://www.com-power.com/products/current-probes/emissions-current-probes/current-probe-for-emissions-measurement
https://www.com-power.com/products/current-probes/emissions-current-probes/monitoring-probe-for-cispr-mil-std-461---do-160
https://www.com-power.com/products/current-probes/emissions-current-probes/monitoring-probe-for-cispr-mil-std-461---do-160-1
https://www.celectronics.com/learning-center/en-550352017-cispr-35
https://www.celectronics.com/learning-center/en-550352017-cispr-35
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5.2 Conducted Emissions Testing 
Conducted emissions testing measures RF noise on power and signal cables in the 
frequency range 150 kHz to 30 MHz (typically). Testing uses a Line Impedance Stabilization 
Network (LISN) to provide a defined impedance and isolate the device under test from power 
line variations. 

Test Requirements: 

• Frequency range: 150 kHz - 30 MHz (CISPR 32) 

• Measurement types: Quasi-peak and average detection 

• Equipment: LISN, EMI receiver or spectrum analyzer, shielded test setup  

o Com-Power three-phase LISN systems available with individual calibration 

• Device operation: Exercise all operational modes during testing 

Compatible Electronics provides conducted emissions testing services for 
telecommunications and commercial products. 

5.3 Radiated Emissions Testing 
Radiated emissions testing measures electromagnetic field strength at a specified distance, 
typically 3 meters or 10 meters. Testing is performed in a semi-anechoic chamber (SAC) or 
Open Area Test Site (OATS) with calibrated antennas and receivers. 

Test Parameters: 

• Frequency range: 30 MHz - 6 GHz (CISPR 32), extended for 5G devices 

• Test distance: 3m (typical), 10m (formal compliance) 

• Measurement types: Quasi-peak, peak, average depending on frequency 

• Antenna polarizations: Horizontal and vertical scans 

• Turntable rotation: Full 360-degree azimuth scan to capture maximum emissions 

Compatible Electronics operates seven semi-anechoic chambers for radiated emissions 
testing with quick turnaround times. 

5.4 Immunity Testing 
Immunity testing verifies that devices continue to operate correctly when exposed to various 
electromagnetic disturbances. The IEC 61000-4 series defines test methods and severity 
levels for different immunity phenomena. 

Key Immunity Tests: 

• Electrostatic Discharge (ESD): IEC 61000-4-2, ±4 kV contact / ±8 kV air (typical) 

o Compatible Electronics ESD testing services comply with IEC 61000-4-2 
standards 

• Radiated RF immunity: IEC 61000-4-3, 3-10 V/m (80 MHz - 6 GHz) 

o Compatible Electronics radiated immunity testing for IEC 61000-4-3 and IEC 
60601-1-2 Table 9 RF proximity fields 

https://www.com-power.com/products/lisns
https://www.celectronics.com/learning-center/etsi-en-300-386
https://www.celectronics.com/about
https://www.celectronics.com/emi-and-emc-compliance-testing/medical-device-testing
https://www.celectronics.com/learning-center/en-550352017-cispr-35
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• Electrical Fast Transients (EFT): IEC 61000-4-4, ±1-2 kV on power/signal lines 

o Available through Compatible Electronics immunity testing services 

• Surge immunity: IEC 61000-4-5, ±0.5-2 kV line-to-line, ±1-4 kV line-to-ground 

o Professional surge testing at Compatible Electronics facilities 

• Conducted RF immunity: IEC 61000-4-6, 3-10 V (150 kHz - 80 MHz) 

o Com-Power CLCI-100 Bulk Current Injection Probe - 10 kHz to 100 MHz, IEC 
61000-4-6 compliant 

o Com-Power CLCI-400 Bulk Current Injection Probe - 10 kHz to 400 MHz, 
MIL-STD-461 and RTCA DO-160 compliant 

• Voltage dips and interruptions: IEC 61000-4-11 

o Testing services available at Compatible Electronics 

 

Additional Resources 

Equipment Suppliers: 

• Com-Power Corporation - Comprehensive EMC test equipment including pre-
compliance systems, LISNs, current probes, near-field probes, and immunity test 
equipment 

Testing Services: 

• Compatible Electronics - ISO/IEC 17025 accredited EMC testing laboratory with 
seven semi-anechoic chambers 

• Wireless Device Testing - FCC, ISED, CE compliance testing 

• Medical Device EMC Testing - FDA, ASCA, and EU medical device compliance 

Learning Resources: 

• Compatible Electronics Learning Center - EMC/EMI standards and testing 
information 

• ETSI EN 300 386 Testing Guide 

• EN 55024/CISPR 24 Information 

6. Common EMC Failure Modes and Solutions 
Understanding typical failure modes helps designers anticipate and prevent EMC issues. 
The following sections describe common problems encountered in IoT device testing and 
proven mitigation strategies. 

6.1 Conducted Emissions Failures 
Problem: Switching power supply noise exceeding limits 
This is one of the most common conducted emissions failures. DC-DC converters generate 
broadband noise that couples to power cables and exceeds CISPR 32 limits. 

https://www.celectronics.com/learning-center/en-550352017-cispr-35
https://www.celectronics.com/learning-center/en-550352017-cispr-35
https://www.com-power.com/products/current-probes/immunity-current-probes
https://www.com-power.com/products/current-probes/immunity-current-probes
https://www.celectronics.com/learning-center/en-550352017-cispr-35
https://www.com-power.com/
https://www.celectronics.com/emi-and-emc-compliance-testing
https://www.celectronics.com/wireless-device-compliance-testing
https://www.celectronics.com/emi-and-emc-compliance-testing/medical-device-testing
https://www.celectronics.com/learning-center
https://www.celectronics.com/learning-center/etsi-en-300-386
https://www.celectronics.com/learning-center/en-55024-cispr-24
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Solutions: 
• Add input EMI filter with common-mode and differential-mode components 
• Implement spread-spectrum frequency modulation if supported 
• Optimize PCB layout to minimize switching loop areas 
• Consider alternative topology (linear regulator, different DC-DC architecture) 

6.2 Radiated Emissions Failures 
Problem: High-speed digital clocks radiating above limits 
Microcontroller and processor clocks create harmonics that radiate from PCB traces, cables, 
and enclosure openings. 
Solutions: 

• Reduce clock frequency if performance permits 
• Enable spread-spectrum clocking features 
• Add series termination resistors to slow edge rates 
• Shield or filter cables carrying clock signals 
• Consider partial or full PCB shielding with conductive covers 

6.3 ESD Immunity Failures 
Problem: Device resets or malfunctions during ESD testing 
ESD events couple high-voltage transients into circuits through user interfaces, connectors, 
and gaps in the enclosure. 
Solutions: 

• Add TVS diodes and series resistors on exposed interface pins 
• Implement proper grounding of metal enclosure and connectors 
• Use ESD-rated components for user-accessible interfaces 
• Add guard rings around buttons and touchscreens 
• Review firmware for proper watchdog and error recovery 
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7. Conclusion and Recommendations 
EMC compliance for IoT and smart home devices requires a comprehensive approach 
encompassing regulatory understanding, thoughtful design, systematic testing, and effective 
problem-solving. The unique challenges of compact, wireless, low-power devices demand 
careful attention throughout the product development lifecycle. 

Key Recommendations: 
1. Start EMC design early - Incorporate EMC considerations from initial concept, not as 

an afterthought 
2. Understand applicable regulations - Research requirements for all target markets 
3. Invest in pre-compliance testing - Early identification of issues saves time and money 
4. Leverage pre-certified modules - RF and power modules can simplify compliance 
5. Design with margin - Don't design to barely pass; provide headroom for variations 
6. Document thoroughly - Maintain complete records of design decisions and test 

results 
7. Plan for iterations - Budget time and resources for design refinements 
8. Consult EMC experts - Engage experienced consultants when facing complex 

challenges 

By following the guidance in this application note and maintaining vigilance throughout 
product development, designers can successfully navigate the EMC compliance process 
and deliver reliable, compliant IoT and smart home devices to market. 
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For additional technical support and EMC test equipment, 
please contact Com-Power Corporation 

www.com-power.com 
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